ITSM Configuration Coordinators

Role and Responsibilities

Revision Date: August 5, 2020
Version Number 14.0



P ———— 4
e e

PARTNERS. | FOUNDED BY BRIGHAM AND WOMEN'S HOSPITAL
HEALTHCARE AND MASSACHUSETTS GENERAL HOSPITAL

Page | 1



PARTNERS. | FOUNDED BY BRIGHAM AND WOMEN'S HOSPITAL

H'EA LB HC A RE

Document Ownership

AND MASSACHUSETTS GENERAL HOSPITAL

Document Owner

ITSM Role, Department

Maury Collins

Service Transition Owner, Information Systems

Revision History

Version # | Revision Date | Revision Author Revision Summary Approvers

1.0 5/3/2015 Rahul Sheth Initial creation

1.1 6/18/2015 Rahul Sheth Added weekly
responsibilities

1.2 7/20/2015 Rahul Sheth Created and Excel report

1.3 1/28/2016 Rahul Sheth New self-service fields

2.0 11/14/2016 Paul Censullo General revision

3.0 3/31/2017 Paul Censullo Added additional CI
maintenance options

4.0 9/6/2017 Paul Censullo Updated graphics

5.0 11/21/2017 Paul Censullo Updated options for
maintaining Cl
relationships

6.0 2/8/2018 Paul Censullo Clarified method to
delete relationships

7.0 10/15/2018 Paul Censullo Added steps for mapping
relationships for app-
Isilon storage servers and
cloud apps-to-network
gear

8.0 2/28/2019 Paul Censullo Added steps for mapping
relationships for network
gear-to-network gear

9.0 3/28/2019 Paul Censullo Added steps for mapping
relationships for
applications-to-Citrix

10.0 5/8/2019 Paul Censullo Added link for
customizing Cl
relationships

11.0 8/29/2019 Paul Censullo Corrected steps for
adding relationships for
cloud app-to-IP switch

12.0 1/31/2019 Paul Censullo Added ITSM CMDB
Dashboard

Page | 2



PARTNERS. | FOUNDED BY BRIGHAM AND WOMEN'S HOSPITAL
rucARrRE | ANDMASSACHUSETTS GENERAL HOSPITAL

HEAL

13.0

3/30/2020

Paul Censullo

Additional information
regarding ServiceNow
Discovery

14.0

8/5/2020

Paul Censullo

Added format for
indicating Data Center
locations.

Page | 3




PARTNERS. | FOUNDED BY BRIGHAM AND WOMEN'S HOSPITAL
HEALTHCARE | ANDMASSACHUSETTS GENERAL HOSPITAL

Contents
(B ToYol0 g g V=T ol A @ 1NN g YT o oY1 e USSR 2
=Y T o] a I 11 (o] oY P PPPPPPPPPNS 2
OVEBIVIBW ..ttt ettt ettt e ettt e e ettt e s e e et e s e b e et e e e s e et e s s s ee e e e aans e ee s s s be e e e sans et e e sanbeeeesnnneeesansreeesannneeenan 6
LUl o Lo L TP PPPPPPTPRPPPPPNS 6
LTS L 0 2 PP 6
(00T ] 1= {U T 1A Lo Yo T 1 1= o U 7
(0fo] o} {={U T 1A oY W @l o] o [T F=1 o) PR 8

ITSM CMDB Dashbord

Managing Your Configuration ItEMS (CIS) ......eiiiiciiiie ittt e et e e e e rre e e e err e e e e ereeeeeeanes 11
(@AY= 3 =T | o o PP UPR 11
Understanding the Completeness SCOreCard ........ccviiiiiiiiiiiiie et e e e 12
Percentages and ThreShOldS .......ccuuii it e e s e e e e bee e s e sareeas 12
Using the ITSM CMDB DashbOard ...........oeeieiiiiiieiiee ettt ettt e e tee e et e e e e eta e e s e be e e s e areeas 13
Reviewing the Completion Score for the Enterprise or ANy Sit€.......cccuveeieciieeieiiiee e 14
REVIEWING YOUI GrOUPS’ ClIS cuviiiiiiiiieiiiieie ettt ettt e ettt e e ettt e e s stre e e e sbae e e e sbteeessabaeeessnstaeessnssaeeesnssenessnes 15
REVIEWINE YOUT ClS.eiiiiiiiiiiiiiiiieeieiiitiiteee e e e e s sttt et e e e s e s siabrateeeesessssssbbsaaeeeessssssssssaeaeesssssssssssaneeesssnsssssenne 16
Y Yo T=d o= @Y 3] 2 B o] = S SUPUPNE 17

ServiceNow Discovery

DiSCOVET ClIS DY 1P AGAIESS ...vveeiieiieeeieiiiee ettt e ettt e e sttt e e e sbte e e e sbeeeeesbteeesssteeeesstaeessssaeessnssenessnes 18
Submitting a Request for Failed Discovery by [P AdAress ......cc.ueeeeiciieeeeiiiee et eecree e e e e 23
How to Check the HIiStory Of @ Cl ...ttt e et e e e et e e e e et re e e e earte e e e enreeeesanes 25

ServiceNow List View

Reviewing and Updating YOUI CIS........uuiiieiii ettt ee e e e e eecttaee e e e e s s e saveaee e e e s e s e snnsasaneaeessesnnnsenns 26
Filtering Configuration Items (CIs) for YOU or YOUIr TEaM .......ueiiieiiiieeciiee ettt et et 27
Updating Configuration [tem AttribULES ......c.ueei i e 30
Maintaining RElatioNSNIPS ....vviiiiiiiee e e et e e e sbae e e e ra e e e e eareeas 31

Adding app-server relatioNShips ... ... e e e e e e e rare e e e e e e 32
Adding app-SQL database relationships ...........uviiiieei e 34
Adding app-Isilon storage server relationships .........ccceeeiiciiei e 36



PARTNERS. | FOUNDED BY BRIGHAM AND WOMEN'S HOSPITAL
HEALTHCARE | ANDMASSACHUSETTS GENERAL HOSPITAL

Adding cloud app-IP switch (network gear) relationships ........cccuveeeeciiieicciiee e 38
Adding network gear-to-network gear relationships ........cccveeieciie i 40
Adding app-CitrixX relationNSiPS......cii it e e s e e s sree e e s snes 42
Deleting relatioNSNIPS . ..ciii i e e e e e e e bee e e e areeas 44
Using the Configuration ltem IMport TEMPIALE .....cooccviieiieciiee et 45
Supplemental INfOrMatioN..........oii e e e e e e e e et e e e e e eaba e e e e nbeee e ennreeas 48

Page | 5



P
Y T

PARTNERS. | FOUNDED BY BRIGHAM AND WOMEN'S HOSPITAL
HEALTHCARE AND MASSACHUSETTS GENERAL HOSPITAL

Overview

Purpose

This document provides a high-level overview of the role and responsibility of configuration
coordinators at Partners HealthCare (PHS).

The CMDB

The Configuration Management Database (CMDB) represents the authorized configuration of the
significant components of the IT environment.

It supports the processes that manage the ServiceNow Configuration Management Database (CMDB),
which in turn enables most other ServiceNow applications that automate IT services. Configuration
Management helps organizations better understand the IT environment by providing insight into not
only the impact of incidents, problems and changes, but also financial resources, service availability and
capacity management. The application presents a logical model of the enterprise infrastructure to give
IT more control over the environment and to facilitate decision-making.

i o

Figure 1: Représentatio‘n of CMDB
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Configuration Item

In ITIL terminology, configuration items (Cl) are components of an infrastructure that currently is, or
soon will be under configuration management. Cls may be a single module such as a monitor or tape

drive, or more complex items, such as a complete system.
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Figure 2: Example of Configuration Items in CMDB
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Configuration Coordinators

Configuration Coordinators are team members across the enterprise that are champions of the
Configuration Items (Cls) that their team manages or uses on a daily basis. They are akin to the data
quality analyst role from an ITIL perspective and have the knowledge, responsibility, and access to
modify key attributes of Cls in the Configuration Management Database (CMDB).

This document describes their role in the organization and how they can support the CMDB.

Configuration Coordinators as Liaison

Configuration Coordinators act as a liaison or intermediary between team/department and
configuration management to escalate issues and manage resolutions. They are responsible for
maintenance of their department Cls.

The following graphic denotes the support model for configuration management

e Configuration coordinators support their team members

e For escalation issues, configuration coordinators are the point-of-contact to the Configuration
Manager
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Configuration Coordinators by Department

For a spreadsheet of configuration coordinators by department, see https://partnershealthcare.service-

now.com/nav_to.do?uri=phsess/knowledge.do?sysparm document key=kb knowledge,19f6581e4fldd
a40e0161fb5f110c787 (KBO025558).
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Managing Your Configuration Items (Cls)

ITSM CMDB Dashboard

= BH ITSMCMDBDashboard ¥
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CMDB Health

Currently, our assessment of CMDB health is based on an evaluation of the Completeness of Cls at the
Cl, class, and hierarchical levels (Enterprise, Site, and configuration coordinator groups). ServiceNow
facilitates this assessment using the Completeness Scorecard on the ITSM CMDB Dashboard.

Work is also underway to expand the ITSM CMDB Dashboard to evaluate the Correctness and
Compliance of Cls. Completeness, Correctness, and Compliance are all key performance indicators (KPls)
for best practice Configuration Management.
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Understanding the Completeness Scorecard

The Completeness Scorecard on the ITMS CMDB Dashboard assesses health of a Cl is based on the Ci
record having completed required and recommended fields. Required and recommended fields are the
metrics that support this KPI. The only required field across all Cl classes is the Cl name. Although most
recommended fields are standard across all Cl classes, there are some additional fields based on class, as
follows:

Required fields Recommended fields

Name e Criticality

e Support group

e Owning Entity

e ClOwner

e Technical Owner

e Business Owner

e Description (Application and Application Module)
e Keyword Terms (Application and Application Module)
e Location (Server)

e Maintenance Group (Windows Server)

Percentages and Thresholds

The CMDB health on the Enterprise and Site tabs is displayed as a percentage of Cls with all fields
completed. The percentage displayed at the top of these tabs is an average of the required and
recommended percentages. Individual percentages for Cls with completed required and completed
recommended fields complete are displayed below the overall percentage.

Thresholds are color-coded, based on the percentage complete as follows:
67% or greater complete —
33% or greater complete —

32% or under complete - Red
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Using the ITSM CMDB Dashboard

This dashboard includes the following tabs:

Enterprise

Site

My Groups’ Cls

My Cls

Open CMDB Tickets

The intent of the ITSM CMDB Dashboard is that by taking care of your own Cls, you will provide value to
the Site and Enterprise. The goal is to attain 100% completion for the Completeness Scorecard for our
Enterprise and Sites. We get there by everyone using the My Cl’s and My Groups’ Cls to complete all
required and recommended fields for their associated Cls.

Note: Updates that you make to fields for your Cls are not reflected in real-time in the CMDB Scorecard

percentages. CMDB Scorecard percentages are refreshed each morning at 3am.

The dashboard also allows you to display open tickets assigned to ITSM Configuration Management —
phs or any configuration coordinator group.
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Reviewing the Completion Score for the Enterprise or Any Site

For the Enterprise and Site tabs, the upper section displays the CMDB Completion Scorecard. This
section includes the overall percentage for required and recommended fields. Beneath this overall
number, are specific percentages for recommended and required items.

For the Site tab, click the drop-down list to display Cls from another Site.
Note: The @OE=EMPTY entry includes Cls for which the Owning Entity field is blank.

= H3 ITSMCMDB Dashboard ¥

Enterprise | Site = MyGroups'Cl's | MyCl's Open CMDB Tickets

@OE=EMPTY

CMDB Health Group List \ .
y Change Site

CMDB Group Completeness Scorecard

Completeness Last updated: 2019-12-11 3:00:07 AM

® Recommended 2763 /2763 100%
Required 0/2763 0%
Group View - Cls Missing Required Attribute Group View - Cls Missing Recommended Attribute

sk

[

No data to display

CMDB Health Resul
o
2
n’ -

CMDB Health Result Group...

¥ ‘@Sal

Beneath this section, are sections for Cls Missing Required Attribute and Cls Missing Recommended
Attribute. These sections display a graphical breakdown of Cls missing attributes, grouped by Cl class.

Next, are sections for the Cl trends for Missing Required Attribute and Missing Recommended Attribute.
These sections include running totals for failed Cls on either a daily basis (for Cls missing required
attribute) or every other day basis (for Cls missing recommended attribute).

The bottom of the tab includes a list of all Cls that are missing required or recommended attributes.

Note: To update any Cl with missing requirements, navigate down to the Cl record to make any updates
to Cl fields. This may require several clicks.

Page | 14



P
Y T

PARTNERS. | FOUNDED BY BRIGHAM AND WOMEN'S HOSPITAL
HEALTHCARE AND MASSACHUSETTS GENERAL HOSPITAL

Reviewing Your Groups’ Cls

For the My Groups’ Cls tab, only Cls associated with support groups for which you are a member are
included. The top section includes a graphical representation of the Cls missing recommended fields,
grouped by support group. The bottom of the tab includes a graphical representation of all active Cls,
grouped by support group. Note each section includes a different bar for each of your support groups.
Segments within any bar are color-coded for different Cl classes.

= B8 ITSMCMDB Dashboard ¥

Enterprise = Site = MyGroups'Cl's = MyCl's Open CMDB Tickets

ITSM-CFG-MYGRP: My Group's CI's (Missing Criticality, Group, Entity, Cl, Technical, or Business Own)

300

n
>

£
3 200
f L
8 Acti
£ ction
]
= 100
8
0
san- phs ITSM-CC-Storage ... PHSIS
Application M Server Chassis M E£SX Server B P Switch M Rack Server M Business Service
M Storage Node M Storage Server VMware vCenter Cluster [l Windows Server )
ITSM-CFG-MYGRP: Active Cl's by My Group's & Class
800
~
600

400

iguration ltem Count

Hover over any segment of any bar in the top section to display the counts for Cls with missing
recommended fields for that Cl class and support group. Click to display the list of Cls that make up that
count. You would typically use this list to take action to complete missing fields. See Updating
Configuration Item Attributes for additional information on updating fields using a list view.

Hover over any segment of any bar in the bottom section to display the counts for all Cls for that Cl class
and support class (not just those with missing fields).
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Reviewing Your Cls

For this tab, only Cls for which you are the Cl owner, business owner, or technical owner are included.
The top section displays an expandable list of all Cls that are missing one or more recommended fields,
grouped by support class. The bottom section displays a graphical representation for all Cls for which
you are the Cl owner, business owner, or technical owner, grouped by Cl class.

= BB ITSMCMDB Dashboard v

Enterprise | Site My Geoupd'CPs | MyCrs | Open CMOS Thiets

ITSMC TG-MYC1: My Cls [Missing Crilicality, Groneg, Fobily, CF, Tecl, or Bus Own)
) ol Confguration emsy

3 M Claca ﬂlpﬁw & Critscality 0 Ovemeer Hhararseo Chmeer T bl s Suappeor] proasy Chwersng; Enlily
¢ Dhase ESX Savve [6]
v Ol P Savitch (1)
b Chans: Server (1) == Action
v Chaas Storape Mode (1)
» Class Slorage Sorver 67} L

v Clanx: Windown, Sonver {5)
L W

TSRO G WO My o Dérect Roport s (Al active CF's, Exoopl End Podnis)

Expand any Cl class in the top section to display a list view of the Cls from that class that are missing
required fields. You would typically use this list to take action to complete missing fields. See Updating
Configuration Item Attributes for additional information on updating fields using a list view.

Hover over any bar in the bottom section to display the actual counts for each Cl class.
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Managing CMDB Tickets

The Open CMDB Tickets tab displays open tickets assigned to ITSM Configuration Management — phs or
any configuration coordinator group.

= 88 |TSMCMDB Dashboard ¥

Enterprise | Site | MyGroups'Cl's | MyCl's = Open CMDB Tickets

ITSM-CFG: Active CMDB Tickets

35

[[}
>

L™ Action
%
8
15
N
10
5
0 I
® o h & & o -
& pé*‘ & L.“‘ @@“ g“"b 000'?
& & il g P < o
& & $ & & & &
& \\a" 55“ \,5}“ (\"}?
M ChangeRequest M Change Task Iincident [ CatalogTask [l CSITasks

The top section displays a graphical representation of all CMDB tickets, sorted by assignment group,
including Change Requests, Change Tasks, Incidents, Catalog Tasks, and CSI (Continual Service
Improvement) Tasks. Beneath this section is a table of the actual counts for each configuration
coordinator assignment group and CMDB ticket types.

Hover over any section for your team to display actual counts for each type of CMDB ticket. Click any
section to display the specific tickets associated with that configuration coordinator assignment group
and CMDB ticket type.
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ServiceNow Discovery

The Discovery tool in ServiceNow can help you identify missing configuration items (Cls). ServiceNow
automatically runs a Discovery Scan every night to add and update Cls. For an overview of ServiceNow
Discovery, click here.

Important: Additional requirements must be met to enable ServiceNow Discovery for Windows and
Open System servers. Configuration coordinators should work with Cl owners and technical owners to
ensure the following:

=  For Windows Servers -Service Account SA291 must have administrator access

=  For Open System Servers (Linux, Solaris, HP-UX, AIX) - SX434 must be given root access (if
this is not possible, a pseudo configuration must be set up per ServiceNow’s specifications).
Contact Andrew McCabe for additional information.

Note: There are a limited number of Cl types that are not identified or updated using the Discovery tool.
For these Cl, you may need to use the Cl import template. For additional information, see Using the
Configuration Item Import Template for details.

Discover Cls by IP Address

You can also initiate a scan in ServiceNow for any of the following types of Cls for which you know the IP
address:

e  Windows Server
e Unix Server

e Linux Server

e Network Switch
e Network Router
e Printer

Do so as follows:

1. Using the Service Catalog module in the Application Navigator, select CMDB Requests.
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{  ISServices

5 Filter navigator

Can We Help You? 1S Operations Planning,

[ Create a New Call [Z11S Capital or Major Operating Purchasing Request

ms and Services Questionnaire

[T SOA Enterprise Clinical Sys

General Requests
IT Service Management

> Ideas [ Application and Service-Related Requests

[T Client Services/Supply Chain Inquiries

Service Catalog

Computers, Printers and Other Devices

Servers, Storage, Data

Duove sembly Row Lab

[T Report Ricoh Incident 115 Provisioning Process - Server Hardware and Client Services

115 Provisioning Process - Vendor Access
Information Security
[T11SPO Cybe; ty Risk Assessment Request Telecommunications
[T ISPO Cybe: ariance Request fobil
Internet and Networks Partners eCare

[T File Restore Request E) Partners eCare Requ

[T firewall exception (request

[X] Network Resource Extension

[5] VPN Request

Service Automation

IS Services > IT Service t>CMDB

S Filter navigator ) <

= CMDB Requests

Self-Service A CMDB Requests

Items

Request a Discovery Scan by IP Address

3. Type the IP address of the device and click Order Now.
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( s ices > IT Service >CMDB > Di: a I Q search catalog v

aDi y Scan by IP Add

This request is to initiate a Discovery Scan of an IP Address and create/update a CMDB Cl record of the discovered device. It will take approximately
minutes to complete the discovery scan. After completion of the request, you'll receive an email notification with the results.

Order Now

If the Cl record was created/updated, please validate or update the following fields: Add to Cart
« Cl Owner Shopping Cart
« CI Description ing
Empty

» Owning Entity
« Support Group

If the Cl record was not created/updated, please follow the instructions in the closure email.
**Note™
The following devices are currently supported:

« Window Server
« Unix Server

« Linux Server

« Network Switch
« Network Router
« Printer

> Ple: ress to scan

IP Address Syntax

[ 172.27.113.181|

4. Click Submit Order at the verification screen to complete your request.

€ | Shopping Cart

Are the contents of your cart correct? Please double check the items and remove and edit where appropriate

]

Delete Edit ¥ Request a Discovery Scan by IP Address - Discover Cl 1Day - - -
Total -
If this request is for someone other than yourself please provide detailed information in the fields provided below
Requested for: Deliver to:
Paul Censullo Q| ® 399 Revolution Drive A
Somerville, MA 02145 v
Special instructions Add attachment...
Submit Order

Back to Catalog

5. ServiceNow displays the RITM number of your request, allowing you to track your request.
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Order Status

Thank you, your request has been submitted

Order Placed: 2017-02-21 2:11:45 PM

Request Number: REQ0449320 Bookmark request
Estimated Delivery Date of Complete Order: 2017-02-22

e S S S ) B

a y Scan by IP Add 20170222 Q@00 -
I
Total 1.0
Tasks that belong to REQ0449320
Number Short description
j Back to Catalog Continue Shopping : Home

Note: You can also track the status of your request by selecting Requested Items under Self
Service in the ServiceNow navigation bar.

6. After approximately 10 minutes, ServiceNow sends an email indicating if the Cl record has been
created. The closure notes within the message indicate whether or not the scan successfully
created the Cl record, as follows:

e If successful:

Closure Notes:
CI record was added/updated successfully. Discovery Scan for IP Address 10.224.130.1
created/updated CMDB CI "ocores103"

e If unsuccessful:

Closure Notes:
No CMDB CI created/updated - 10.224.130.1

7. If successful, review the following fields within the Cl record, updating them as needed:

e ClOwner

o (Il Description
e Owning Entity
e Support Group
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8. If unsuccessful, complete the following troubleshooting steps:

e Check to be sure that the IP address you have for the Cl is correct.

e Check to be sure that the device is powered on.

o [fthe Clis a server, be sure that the associated account has the proper privileges.
o For Windows servers, account SA291 must have local admin rights.
o For Unix and Linux servers, account SX434 must have ssh (secure shell) privileges.

e If the Clis a network router and switch, check for SNMP Community string accuracy.

e After completing the following steps, repeat the discovery scan as previously described. If
the scan is still not successful, submit a new service request in ServiceNow as described in
the following section.
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Submitting a Request for Failed Discovery by IP Address

The following steps should be used to submit a ServiceNow request for assistance when a discovery by
Cl has failed only after completing all troubleshooting steps as previously described.

Before proceeding, be sure that you know the RITM number and Discovery Log Entry number, both
indicated in the details of your failed request in ServiceNow:

< = Requat = f % ooo Follow - Update Save Copy Request ltem Delete 'T‘ '

RITM number

Additional comments
(Customer visible)

Resolve notes No CMDB Cl created/updated - 172.27.113.181

Work notes

Activity | 4| 2017-03-23 3:28:50 PM Your ticket RITM0350780 has been CLOSED. Email sent —_— S|V

— | 2017-03-23 3:28:41 PM System Chanzed: Stage
Stage: Completed
State: Closed Complete

No CMDB Cl created/updated for IP Address 172.27.113.181.

Discover Log Entry number

ompleted.

Scan of IB

1. Select the Service Catalog option under Self Service in the ServiceNow navigation bar.
2. Under General Requests, select Application and Service Related Requests.

@ Pauicensullo ~ Q (3) B¢

[ P8 Production General Inquiry
[ PHS Mede Analytics General Request Pracess and Form
Financial Administration [T Pi4S Mede Analytics New User/User Modification Form

Credit Card Processing Request Form [T Remit Rename/Reload Form

[ 15 Capital or Major Operating Purchasing Request
Servers, Storage, Data

General Requests 15 Provisioning Process - Server Hardware, Storage, and Client Services

Homepage

Networ ering Provisioning

New SFA & DFA Request
PHS 15 Request Process (Formerly APP ID Process)
R&D Hyper-V YM Provisioning

Starage Pro

s/Supply Chain Inquiries
Telecommunications

L Enterprise Tableau License and Support
Pulse Access for Contract Emplayees and Residents = Mobile Devices

[ Telecom Project Management Request Form

Human Resources

] BWH HRIS Query Request Form
Talent Sourcing Request Form
Network Security
Information Security [ secureLink Access
[ Cyberark Account Craation
[ Elevated Privilege Annual Attestation
[ 15P0 Cybersecurity Risk Assessment Request

1SPO Cybersecurity Variance Request

[ Laptop Encryption Request

Privileged Access (LAccount Elevated) Request

1 firewall exception (request)
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3. Complete the displayed request form as follows:
e Configuration Item — ServiceNow
e Location — Enter the location where you sit
e (Category — Other
e Subcategory — Leave blank
e Assignment Group — ITSM Configuration Management — phs
e Description — Unable to discover “IP Address.” Discovery Request Item # - RITMXXXXXX.
Discovery Log # - DISXXXXXXX.
4. Click Order Now.

S " pmicmto~ Q@

S Fitter navigator { 1S Services > General Requests > Application and Service-Related Requests & Q - A

Order this iter

Used to request data changes, enhancements, reports/extracts, system access, training, or other requests for PHS enterprise applications and services. p————
4 Order Now

[— —
Add to Cart
Open on behalf of Shopping Cart
= Empty
Paul Censullo Q| ®

Configuration Item

ServiceNow o | O

Location Institution

PHS/Assembly Row-PHS Corporate Offices/Floor12 | Q | ® PHS @

Category

Other v
Subcategory

Assignment Group
P More information

configuration management - phs Q

Description

Unable to discover “IP Address.” Discovery Request ltem # - RITM123456. Discovery Log # - DIS123456.

5. ServiceNow displays a verification message. Click Submit Order.
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How to Check the History of a Cl

Calendar.

1. To view the history of any Cl, right-click the heading within the Cl record and click History >

{ == Linux Server - phslxeciis2

Save §
Name phslxeciis2 Insert
Asset tag PHS274561 Insert and Stay
Serial number VMware-42 07 ¢9 ad ea 63 42 36-24 94 0 ¢ Configure ’
Export »
Equipment Purpose - None - P
Class G Saver Create Favorite
Copy URL
Category Hardware
istory »
b y
Subcategory Computers Reload form
Description Linux phsixhrr2 2

Comments

display additional information about any entry.

2016-08-10 10:58:35 AM Updated by T System System (195 Days 5 Hours 4 Minutes)

Manufacturer

Model ID
Status(install_status,
Criticality

Support group
Maintenance Group

Management Status

el6.x86_64 #1'SMP Mon Oct 24 10‘7.7".'“ EDT 2016 x86_64 xB86_64 x86_64 GNU/Linux

& /& seo  Dashboard | Forn

VMware, Inc. O\

VMware, Inc. VMware Virtual Platform Q

Installed :
STANDARD SUPPORT :
open systems - phs Q

None S
Managed H

2. ServiceNow displays a list of dates and times of updates to this Cl. Click any item to expand it to

[E] 2016-08-11 1:39:05 PM Updated by System System (194 Days 2 Hours 23 Minutes)
« last activity was 1 Day 2 Hours 40 Minutes earlier
« created 1 Day 3 Hours 19 Minutes earlier

Field before
Name PHSAIXECDBPRD8

after

PHSAIXECRPT4 a

2016-08-11 1:39:18 PM Updated by System System (194 Days 2 Hours 23 Minutes) -
2016-08-11 1:40:55 PM Updated by System System (194 Days 2 Hours 21 Minutes)

[3] 2016-12-01 4:38:12 AM Updated by System (82 Days 10 Hours 24 Minutes)

2016-12-28 9:31:35 AM Updated by T System System (55 Days 5 Hours 31 Minutes) i

2017-02-16 6:12:46 PM Updated by Mid zServer (4 Days 20 Hours 49 Minutes)

3. ServiceNow displays before and after values for the change.
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ServiceNow List View

Reviewing and Updating Your Cls

Configuration coordinators will work with Cl owners on their teams to verify attributes for their
configuration items. This should be done on a regular basis to assure the integrity of the CMDB.
ServiceNow includes a CMDB which provides high level views of the Completeness, Compliance, and
Correctness of Cl information.

Steps include the following:

e Filtering the List View to Cls for You or Your Team — This involves using the filter options in
ServiceNow to limit the Cls to only those for you, your team, or only specific Cls. See also
Reviewing Your Groups’ Cl and Reviewing Your Cls for additional ways to filter your list view.

e Updating Configuration Item Attributes — This involves updating the previously noted attributes
using the list view.

e Maintaining Relationships — This involves accessing the detail view for Cls to update the
relationship between applications and servers, servers and applications, and applications and
SQL databases.
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Filtering Configuration Items (Cls) for You or Your Team

This section provides information on how to filter your list view of servers, applications, and SQL
databases in ServiceNow. You can filter the list to include only Cls belonging to you or your team or only
those with a specific name or other attribute. Doing so allows you to focus on only those Cls that are

within the scope of your responsibilities.

1. Using the CMDB module in the Application Navigator, select the Cl type to be associated with
this list view. Doing so displays a list of all associated Cls.

e For servers, click All under the Servers heading.
e For SQL databases, click Microsoft SQL under the Database heading.

= Business Owner

Search

Stephen Zukowski

= Technical Owner

Search

Gerard Demers

= Support group

Search

open systems - phs

= soves [ s rore
? All> Status(install_status) = Retired > Name is not empty
» % O =Namea =OwningEntity = ClOwner
Search Search Search
+ Class: AIX Server (166)
@  ainim1 PHS Gerard Demers
Stephen
@  ainimz PHS Shamba
Zukowski
@ aisai s Stephen
aixsq
- Zukowski
. Stephen
20 HS >
(O Zukowski
. Stephen
@  aitsmiom PHS atephen
Zukowski
@ aixtsmuim  PHS Joseph Abbott
@  aiasmizn PHS Stephen
Zukowski
aixtsm14n PHS steghen
Zukowski
Stephen
() aixtsmisn PHS =

Roland Hudon Jr

Roland Hudon Jr

rd Demers

Gerard Demers

n ms - ph:

open systems - phs

Roland Hudon Jr

N

N

Gerard Demers

open systems - phs

(empty)

Roland Hudon Jr

(empty)

(empty)

(empty)

(empty)

(empty)

[empty)

(empty)

empty)

2. From the list view, click the Filter icon to display the Condition Builder.

open systems - phs

open systems - phs

open systems - phs

open systems - phs

open systems - phs

.w.

= Description

Search

AlX aixnim117
00C527654C00

AIXAIXNIM2 2 7
00F6F7B44C00

AlX aixsq1917
00F82E894C00

AlXaixsq2017
00F82E884C00

AlX aixtsm10m 17
00F6F7B74C00

AlX aixtsm1lm 17
00F60F5SE4C00

AlXaixtsm12n17
000D9EABDE00

AlX aixtsm14n 17
0009D6F2D900

AlX aixtsm15n 17
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=  Servers Goto | Maintenance Group ¥ '\/" 44 < 1 | to 20 of 6679
? All status) in (In Maintenance, In Stock, Installed, On Order, Pending Install, Pending Repair,) > Management Status = Managed
Run || Save.. AND || OR || AddSort | %

All of these conditions must be met

Status(install_status) v is one of v Absent AND OR > ¢
In Maintenance A
In Stock v
Installed
Management Status v [ is b4 Managed v AND || OR || X
Run
3 Qo = Name = Maintenance Group ¥ = Manufacturer = Model ID

(i)  PHSPECWEB4011 VMware, Inc. VMware, Inc. VMware Virtual Platform

3. Click the AND button to add a new condition to your view.

All of these conditions must be met

Status(install_status) v is one of v Absent AND OR x
In Maintenance A
In Stock v
Installed
Management Status v | is v Managed V» AND || OR || X
Run

4. Do one of the following:
e Tofilter the list view to one or more Cl Owners, go to step a.
e Tofilter the list view to one or more Support Groups, go to step b.
e Tofilter the list view to a list of Cl names, go to step c.

a. Filter the list view by Cl Owners as follows:

1) Use the drop-down list to select Cl Owner and then type the name of a team
member for which you are the configuration coordinator.

Status(install_status) v is one of w Abzent AND OR »
In Maintenance ~
In Stock v
Installed
Management Status ¥ || is v Managed b AND || OR || X
» Cl Owner \ A “ O, || AND || OR || %¢
Run

2) Repeat the previous step for each member of your team.
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3) Click Run to display the filtered report. Note that you must filter your list each time
you view the list view for Cls.

b. Filter the list view by Support Groups as follows:

1) Use the drop-down list to select Support Group and then type the name of the
Support Group for which you are the configuration coordinator.

Status(install_status) v is one of W Absent

AND OR
In Maintenance ~
In Stock v
Installed
» Support group ¥ | is ' Q, || AND OR | X
Run

2) |If applicable, repeat the previous step other Support Groups you are responsible for.
3) Click Run to display the filtered report. Note that you must filter your list each time
you view the list view for Cls.

c. Filter the list view by specific CI Names as follows:
1) Use the drop-down list to select Name and is one of.

Status(install_status) v is one of % Absent AND OR
In Maintenance
In Stock
Installed
» Name v { rerro—— AND || OR

Run

2) Type or copy-and-paste the name or names that you wish to include in your filter.

Note that if you have a list of Cls in a spreadsheet, you can copy-and-paste the list of
names directly from that spreadsheet into this field.

3) Click Run to display the filtered report. Note that you must filter your list each time
you view the list view for Cls.
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Updating Configuration ltem Attributes

1. Review the previously created list view, looking for fields that are either missing or inaccurate.

? All> Class = Application .or. Class = Application Module > Status(install_status) in (In Maintenance, In Stock, Installed, On Order, Pending Install, Pending Repair,) > Management Status = Managed > Cl

Owner = William Tes Cl Owner = Alex Test
@3 = Name = ClOwner ¥ = Operational status = Criticality = Class = Category
(i) Televox William Test Operational Application
® PATA PHONE APPOINTMENT MANAGEMENT SYSTEM William Test Operational Application Software
@ MS OLAP William Test Operational Application Software
@ OR DYNAMIC VIEW William Test Operational Application Software
@ ORSTAT William Test Operational Application Software
® ARCHER Alex Test Operational Application Software
® Archer - GRC Alex Test Operational Application Software
Actions on selected rows... b s 1 ook By

2. To update a single attribute, click into the associated field to display either a drop-down list of
text field, and complete your update.

b3 = Name = ClOwner ¥ = Operational status = Criticality = Class = Category
Televox William Test Operational ETTE @
BUSINESS CRITICAL -
PATA PHONE APPOINTMENT MANAGEMENT SYSTEM William Test Operational MISSION CRITICAL plication Software

Non-Production
PRE-PRODUCTION plication Software
STANDARD SUPPORT

MS OLAP William Test Operational

Qee o

OR DYNAMIC VIEW William Test Operational Application Software

3. To update multiple attributes at once from the same column with the same value, hold down
the SHIFT key while dragging the range of rows before making your updates. ServiceNow
indicates the number of rows that will be updated. Use the drop-down list or type into the text
field to complete your update.

S All>Class = Application .or. Class = Application Module > Status(install_status) in (In Maintenance, In Stock, Installed, On Order, Pending Install, Pending Repair,) > Management Status = Managed > CI
Owner = William Thornhill .or. Cl Owner =
f§> = Name = ClOwner ¥ = Operational status = Criticality = Class = Category
@ Televox William Test Operational |ﬁ \, ®
(i)  PATAPHONE APPOINTMENT MANAGEMENT SYSTEM William Test Operational drowswil be lpdated Software
@ MS OLAP William Test Operational Application Software
@ OR DYNAMIC VIEW William Test Operational Application Software
@ ORSTAT William Test Operational Application Software
@ ARCHER Alex Test Operational Application Software
@ Archer - GRC Alex Test Operational Application Software
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Maintaining Relationships

Note: For information on customizing your view of Cl relationships, see KB0032972.

The relationship between servers and applications (and applications and databases) is accessed via the
Cl detail view. This relationship is noted in the Cl record, as shown in the following graphic.

Related ltems: 4 FE 2| [[]|Show 1 w | Levels Ny

Depends on - Databases

PEC

Runs on - Windows Servers

Mapping of relationships allows ServiceNow to auto-populate the Impacted Cls tab for all Cls associated
in the Affected Cls tab. This, in turn, allows us to better understand the impact of a change, incident, or
problem, as it relates to applications, hardware, or services.

Note that relationships are viewed from the customer’s perspective, where the line of business (MGH,
BWH, and so on) is considered the highest-level parent. As such, the application Cl is considered the
parent Cl to both servers and databases. Relationships are also maintained at the parent Cl. For network
gear-to-network gear, each Cl can serve as both a parent and child.

Note: Depending on the hierarchy, any Cl can be viewed as both a parent and child. For example,
although an application is a child to the parent line of business, it is a parent Cl to an associated server.

This document describes the steps for mapping the following types of relationships:

App-to-Server Parent (Runs On...) App CI Server Cl
App-to-SQL Database Parent (Depends on...) App Cl SQL database CI
App-to-Isilon Storage Server Parent (Depends on...) App Cl Isilon storage
server Cl
Cloud App-to-IP Switch (Network Parent (Uses...) Child app CI IP switch
Gear)
Network Gear-to-Network Gear Parent (Used by...) IP router/IP switch IP router/IP switch
or

Child (Uses...) IP router/IP switch IP router/IP switch

App-to-Citrix Child (Uses...) Citrix Cl App Cl
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Adding app-server relationships

Add a relationship using the following steps. These steps describe how to map a server to an application.
As previously noted, the app-server relationships are always added at the application Cl (parent).

Parent Cl Relationship Child CI l
| App Cl Parent (Runs On...) Server CI* |

*Note that this is the only relationship currently enabled on the Impacted Cls tab in ServiceNow.

1. Locate the application Cl in the previously created list view, and click the name to display the
record.
2. Click the = to the right of Related Items.

{ == Application - PROVATION MD - FH & +~ o0 Dashbosrd Update | | Save | 4
DR managed
Management Status Managed M
Description
Keyword Terms

Related ltems: <= hm |Show 1 w | Levels >

|z Depends on - Databases
[ 25 CACHE (MST) - PEC

~ CACHE (REF) - PEC

() Runs on - Windows Servers
“O phsweb1214

3. Inthe Available Relationships section, click Runs On...

Available Relationships
[PROVATION MD - FH] Depends on ... Hide Cl relationships
[PROVATION MD - FH] Used by ... A
[PROVATION MD - FH] Modules ... Hide user relationships
[PROVATION MD - FH] Sends data to
[PROVATION MD - FH] Runs on ... v Hide group felationships

[PROVATION MD - FH] Used by ...

4. Type the name of the application in the search box.

Note: The Class must be Server. You must set the class before typing the name of the application
Cl.
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Add Fitter || Runfitter | SPoW [AU .2
All of these conditions must be met
Class v isa .4 Server ol AND
Location ¥ is anything v AND OR || X
Operational status ¥ | isanything Vv || AND || OR || X
Available Cls PROVATION MD - FH Runs on these Cls
@\ phsweb1212| * x\
phsweb1212 --None--

OR || X

5. Once you find the server, click to select it and then click the right arrow to move it into the right

column. Repeat for multiple servers.

Available Cls PROVATION MD - FH Runs on these Cls

O\ phsweb1212

phsweb1212 --None--

»

Save Cancel

6. Click Save at the bottom of the screen.
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Adding app-SQL database relationships

Add a relationship using the following steps. App-SQL database relationships are always added at the
application ClI (parent).

Parent CI Relationship Child CI
| App Cl Parent (Depends on...) SQL database Cl |

1. Locate the application Cl and click the name to display the record.
2. Click the ¥ to the right of Related Items.

< | = Application - Provation- BWPO @7 f 1/\- Dashboard Update Save ’r 4,
[\EL R BProvation- BWPO) X Status(install_status) | Installed v A
Class Application v Criticality - None - v
Category | - None— v Support group | techs hma - bwh Q(l®
Subcategory - None — v DR Tier - None - v
DR managed
g Status Managed v
Description Practice Mar
Keyword Terms
Related ltems: 4 H*how 1 v | Levels v

3. Inthe Available Relationships section, click Depends on...

Available Relationships
[Provation- BWPO] Depends on .. Hide Cl relationships
[Provation- BWPO] Used by ...

[Provation- BWPQO] Modules ... Hide user relationships
[Provation- BWPO] Sends data to ...
[Provation- BWPO] Runs on ... v Hide group relationships

[Provation- BWPO] Used by ...

Add Fiter || Run fiter | Show [& v

4. Type the name of the database in the search box.

Note: The Class must be MSFT SQL Catalog. You must set the class before typing the database Cl.
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Class v | isa Vv | MSFT SQL Catalog v AND || OR || X
Available Cls Provation- BWPO Depends on these Cls
Q_ PeC
PEC --None--
PEC JIRA QA

5. Once you find the database, click to select it and then click the right arrow to move it into the
right column. Repeat for multiple databases.

Available Cls Provation- BWPO Depends on these Cls

Q, PeCReporting

PeCReporting Dev —None--
PeCReporting PRD

PeCReporting_Prod
m)>

PeCReporting_QA
PeCReportingPortal_Dev
PeCReportingPortal_Prod

PeCReportingPortal_Stage

REVEE | Cancel

6. Click Save at the bottom of the screen.
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Adding app-Isilon storage server relationships

Add a relationship using the following steps. App-Isilon storage server relationships are always added at
the application CI (parent).

Parent Cl Relationship Child CI l
| App Cl Parent (Depends on...) Isilon storage server Cl |

1. Locate the application Cl and click the name to display the record.
2. Click the ¥ to the right of Related Items.

{ == Application - Provation- BWPO @7 I \/\- Dashboard Update Save ’P 4,
Name % Status(install_status) | Installed v A
Class Application v Criticality - None - v
Category - None —- v Support group | techs hma - bwh Q(l®
Subcategory | - None - v DRTier | -—None — v
DR managed
Status A d v

Description | Practice Management

Keyword Terms

Related ltems: 4 E«how 1 v | Levels v

3. Inthe Available Relationships section, click Depends on...

Available Relationships
[Provation- BWPO] Depends on ... Hide Cl relationships
[Provation- BWPO] Used by

[Provation- BWPO] Modules ... Hide user relationships
[Provation- BWPO] Sends data to ...

[Provation- BWPO] Runs on ... v Hide group relationships
[Provation- BWPO] Used by ...

Add Fiter || Run fiter | Show [& v

4. Type the name of the storage server in the search box. For Partners eCare apps, use
“phspecisilon.” For all other apps, use “phsisilon2.”

Note: The Class must be Storage Server. You must set the class before typing the Isilon storage
server Cl.
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Class v isa v Storage Server v AND OR X
Available CIs Provation- BWPO Depends on these Cls
Q phsisilon2
phsisilon2 --None--

5. Once you find the Isilon storage server, click to select it and then click the right arrow to move it
into the right column.

Available Cis Provation- BWPO Depends on these Cis
Q phsisilon2
phsisilon2 --None--
» >
<

EEVEN| Cancel

6. Click Save at the bottom of the screen.
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Adding cloud app-IP switch (network gear) relationships

Cloud applications get mapped to the two IP switches that they use to get into and out of the network,
ecores5 and ecores6. Add this relationship using the following steps. For network gear, the cloud app is
considered the parent to the IP switch (child).

Child CI Relationship Parent Cl l
| IP Switch Parent (Uses...) Cloud App |

1. Locate the cloud application Cl and click the name to display the record.
2. Click the ¥ to the right of Related Items.

¢ | = avpication-senviceno & N oo Dashboard Update

Name

Class

Category

Subcategory

Description

Keyword Terms

ServiceNow Status(install_status) Installed ~

Application L Criticality BUSINESS CRITICAL v
Software v Support group ServiceNow - phs Qe
Business function specific software v DR Tier Tier1 .

DRmanaged |/

ServiceNow is a software platform that supports IT service management and automates common business processes. This software as a service
(5aas) platform contains a number of modular applications that can vary by instance and user.

application, servicenow, saas, partners app

Related Items: 4 «Show 2 v | Levels =

3. Inthe Available Relationships section, click Uses... (Note that there are two Available
Relationships listed as Uses... Select the one that includes IP Switch in the Class field.)

Available Relationships
[ServiceNow] Used by ... Hide Cl relationships
[ServiceNow] Modules ... ~
[ServiceNow] Runs on ... Hide user relationships

[ServiceNow] Used by ...
[ServiceNow] Uses ...
[ServiceNow] Uses ...

Add Filter

Hide group relationships

Run filter Show IM hd

All of these conditions must be met

Class

or| Class

¥ | isa v IP Switch v AND || OR || X

v isa W IP Router v b4
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4. Type the name of the network gear (“eCores5”) in the search box.

Class v isa v IP Switch v AND OR X
Available CIs ServiceNow Depends on these Cls
O\ ecores5 «
ecores5
ecores5-ext h

ecores50

5. Once you find the Cl, click to select it and then click the right arrow to move it into the right
column.

Available Cls ServiceNow Depends on these Cls

O\ ecores5

~None--
ecoresS

ecores5-ext

ecores50

ecores51

ecores52

ecores53
ecores54 >
ecores55

ecores55-1 <
ecores55-1

ecores56

ecores57

ecores58

ecores59

Cancel

6. Repeat steps 4 and 5, also adding the Cl “eCores6.”
7. Click Save at the bottom of the screen.
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Adding network gear-to-network gear relationships

Note that mapping for network gear-to-network gear relationships is unlike mapping for servers and
applications. A network gear Cl (such as an IP router or IP switch) can be either a parent or a child,
depending on the network topology. An IP switch can be a parent or child to any IP router or any other
IP switch.

If starting from the parent Cl:

IP Router Parent (Used by...)  IP Switch
IP Router Parent (Used by...)  IP Router
IP Switch Parent (Used by...)  IP Router
IP Switch Parent (Used by...)  IP Switch

If starting from the child Cl:

IP Router Child (Uses...) IP Switch
IP Router Child (Uses...) IP Router
IP Switch Child (Uses...) IP Router
IP Switch Child (Uses...) IP Switch

Add a relationship using the following steps.

1. Locate the parent network gear Cl and click the name to display the record. The parent network
gear Cl can be either an IP switch or an IP router.
2. Click the 7 to the right of Related Items.

Update

< | = IPswitch-ecoress @ o oo  Dashboard | Form

Name ecoresd Manufacturer Cisco Systems, Inc. Q ®

Assettag ModelID | Cisco Systems, Inc. N7K-C7010 Q|l®
Serial number Status(install_status) Installed v
Class | IPSwitch v Operationalstatus | Operational v
Category --None - N Criticality MISSION CRITICAL & 4

Subcategory - None - v Support group neteng - bwh Q

Comments

Related Items: & hhow 2 v |Levels v

Update

3. Inthe Available Relationships section, click Used by...

Page | 40



H E

ALTHCARE

FOUNDED BY BRIGHAM AND WOMEN'S HOSPITAL
AND MASSACHUSETTS GENERAL HOSPITAL

Available Relationships
[ecores4 Used by.... Hide Ci relationships
[ecores4] Uses ...
[ecores4] Log reviewed by ... Hide user relationships
Hide group relationships
Add Filter | Runfilter | Show AL ¥

4. Type the name of the network gear (such as “eCores5”) in the search box.

Note: The Class must be either IP Switch or IP Router, based on the class of the network gear you
are mapping to. You must set the class before typing.

Class v isa v IP Switch v AND OR X

Available CIs ServiceNow Depends on these Cls
O\ ecores5 -

~None-

ecores5 l}
ecores5-ext
ecores50

5. Once you find the Cl, click to select it and then click the right arrow to move it into the right

column.

Available Cis

Q, ecoress

ServiceNow Depends on these Cls

ecoress --None--

ecores5
ecores5-ext
ecores50
ecores51
ecores52
ecores53
ecores54
ecores55
ecores55-1
ecores55-1
ecores56
ecores57
ecores58
ecores59

»

Cancel

6. Repeat steps 4 and 5, as needed, to map all network gear.
7. Click Save at the bottom of the screen.
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Adding app-Citrix relationships

Add applications to Citrix relationships using the following steps.

Child CI Relationship Parent CI
App Cl Child (Uses...) Citrix Cl

1. Locate the application Cl and click the name to display the record.
2. Click the = to the right of Related Items.

{ | = Application-CDR SELFAUDIT Vi 1/& 000 | Dashboard Update
Name CDR SELF AUDIT Statusfinstall_status) Installed v
Class Application v Criticality ~None ~ v
Category Software v Support group phs cdr (cas) support Qlle
Subcategory Business function specific software Vv DR Tier Tier1 v
DR managed

Description
Keyword Terms

Related Items: ¢Jhw 2 v Levels v

3. Inthe Available Relationships section, click Uses...

Available Relationships
[CDR SELF AUDIT] Depends on ... Hide Cl relationships
[CDR SELF AUDIT] Used by ... A
[CDR SELF AUDIT] Modules ... Hide user relationships
[CDR SELF AUDIT] Runs on... ) e
[CDR SELF AUDIT] Used by ... jfide zroup relationships

[CDR SELF AUDIT] Uses ...

AddFilter || Runfilter | Show [at s

4. Type the name of the Citrix application in the search box.

Note: The Class must be Application. You must set the class before typing.

Class v isa v Application v AND || OR || X

Available Cls CDR SELF AUDIT Uses these Cis
Q citrix

Citrix (TEST) - PHS --None--

Citrix - awhp A
Citrix - pec

Citrix App Layering - phs

Citrix Cloud - phs

Citrix Connector
Citrix PVS - phs >
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5. Once you find the Cl, click to select it and then click the right arrow to move it into the right

column.
Available Cis

Q citrix

CDR SELF AUDIT Uses these Cls

Citrix (TEST) - PHS --None--

Citrix- awhp
Citrix - pec

A

Citrix - phs

Citrix App Layering - phs

Citrix Cloud - phs
>
CITRIX STOREFRONT

CITRIX STOREFRONT (NONPROD) <

Citrix Connector
Citrix PVS - phs

CITRIXXENAPP
Citrix- BWPO

CITRIX_METAFRAME@dfimhappsrvl
CitrixMultiTenant01
CitrixMultiTenant02
CitrixMultiTenant03

CitrixMultiTenant04

LA ST Am AN

6. Click Save at the bottom of the screen.
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Deleting relationships

You can delete relationships as follows:

1. Click the Relationship Record icon.

Relsted ltems: & |[1= 1= |2 | [[]/Show 4 v  Levels
o R@windﬂm Servers

2. Click the Delete button.

{ = CRelationship - Created 2017-03-13 2:21:41 PM & N °o° Update| Save | Delete

Parent | TR X

Type Runson:Runs

o oo

RIGNE

Child | PHSAPP3

Update | | Save | Delete ‘

3. ServiceNow displays a confirmation message. Click Delete again.

X

Confirmation

Delete this record?

=»

4. Click Save.

L N ove [Form] [Update | | Save N

{ == Application - 4th Dimension
Neme [ TENEEEEER x stpealiyins) [Eocied v ‘ A
ass | App " ticalty | —Mone - v

Note: You can also click the = to the right of Related Items and reverse the steps for adding
relationships. However, this method does not work if the Cl is retired.
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Using the Configuration Item Import Template

The Configuration Item Import Template can be used to import one or more configuration items (Cls)
into ServiceNow. Click here to access the import template. The bottom of the template includes tabs to
tailor the information to the type of Cl: HW (hardware), Apps (applications), or App-Svr (application-
server relationship). For each type of Cl, the template also includes an example tab with other helpful
information.

Note: ServiceNow automatically runs a Discovery Scan every night to add and update Cls. However, there
are a limited number of Cl types that are not identified or updated using the Discovery tool (such as
HBOX). Use this template to add and update those Cl types, as needed.

Note that if you add an application, you must also add the associated server or servers (if it has not
already been added). Likewise, if you add a server, you must add the associated application or
applications (if it has not already been added). Guidelines for completing each field is provided later in
this document. All fields are required.

Initiate a request to import Cls into ServiceNow, as follows:

1. Complete the template, based on the type of Cl. You will need to click Enable Editing to make
your updates. All fields are required.

2. Save the template onto your desktop.

3. Using the navigation bar in ServiceNow, select Service Catalogs from the Self-Service option.
Then, select the IS Services catalog.

4. Under General Requests, select Application and Service-Related Requests. ServiceNow displays
the associated request form.

5. Complete the form as follows:

Configuration Item - Configuration Management

Location - Enter the location where you sit.

Category - Data Change

Subcategory - Leave blank

Assignment Group — ITSM Configuration Management - phs

f. Description - Enter "See attached" or additional information.

6. Attach the completed template to your ticket by clicking the paper clip icon in the upper right
corner.

7. Click Order Now and submit your request.

®ao oo
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Import Template Field Descriptions

Name or PHS Name

Serial Number

Manufacturer

Manufacturer Product Name

Application Module

Model ID

Cl Owner

Business Owner

Technical Owner

Support Group

Location

Owning Entity

In Use at Sites
Description of this Cl
Criticality

Name of the hardware device (Name) or application (PHS Name).
For applications that are used at more than one site, the
configuration management team may name your application using
the format <application name> <Site abbreviation>, such as
Peoplesoft — MGH.

Hardware only. The unique physical or virtual identifier assigned
by the manufacturer of this Cl.

Who makes this device.

Application only. The official name of the software from the
manufacturer.

Application only. Is this an application module or sub software
(Yes or No)?

Hardware only. The model number assigned by the manufacturer.

The PHS ID of the person with final approval authority to make
decisions for this CI. This includes approving of change requests.

The PHS ID of the person responsible for the service of this Cl, as
well as his or her first and last name.

The PHS ID of the person responsible for technical upkeep and
authority of this Cl, as well as his or her first and last name.

The group that will be notified when an incident or change is
recorded against this Cl; the group that supports this Cl.

Hardware only. The location of this Cl. Location of the host if it is a
virtual machine. For the Data Centers, use the format:
“PHS/Needham Data Center” and “PHS/Marlborough Data
Center.”

The entity that owns the ClI (PeC Cls are noted as “PARTNERS
ECARE”).

Which sites use this application.
Describe the function of this device or what the application does.

See the following chart.
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Criticality Guidelines

Criticality Support

Mission 24x7x365

Business 7am - 7pm x 7 days/week
Standard 7am - 5pm x 5 days/week (no
Support holidays)

Pre-Production | oM~ 7PMX3 days/week (no
holidays)

7am - 7pm x 5 days/week (no

Non-P [
on-Production holidays)

Response Expectation
15 minutes

15 minutes
24 hours

No expectation/Best
effort

24 hours

Resolution

ASAP
ASAP

1 hour
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Supplemental Information

Reserved for future use.

Page | 48



